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POVERTY AND HUMAN DEVELOPMENT
MONITORING AGENCY (PHDMA)

PLANNING AND CONVERGENCE DEPARTMENT
GOVERNMENT OF ODISHA

Letter No. . 1! /03 /1y Date 32\4% Mo 2026

From

Ms. Amruta Priyambada, OAS-I (SB)

0OSD, PHDMA, P & C Department
To

The General Manager (Admin)

OCAC, Acharya Vihar, Bhubaneswar

Subject: Request for Go-Live of Bilingual (Odia & English) CMS-Based Website of PHDMA
under URL https:/phdma.odisha.gov.in/ — regarding.

Sir,
With reference to the subject cited above, I am directed to inform you that the website of
this Office has been revamped in accordance with the prescribed standards in both Odia and English
languages. The same is now ready for deployment.

In this regard, it is to request that please take necessary action for hosting and making the
bilingual CMS-based website live under the URL https://phdma.odisha.gov.in/. The duly filled-in

Hosting Application Form, along with the Security Audit Certificate are enclosed herewith for
necessary action. The existing hosting account details are furnished below for reference:

Host Name: EnITPHDMA-ACO1

Further, the details of the System Integrator (SI) engaged for development and maintenance
of the website are provided below for coordination:

M/s Sonydig Technology Pvt. Ltd.,
Room No-236, OCAC Tower,
Acharya Vihar, Doordarshan Colony, Gajapati Nagar, Bhubaneswar-751013

Email: sonydigtechnology@gmail.com
Mobile: 8763676042
You are, therefore, requested to kindly facilitate necessary coordination with the above
System Integrator and take expeditious steps for making the website live at the earliest.

With best regards.
Yours faithfully,
Encls: as Above
— ,p(,
58
SD, PHDﬂA
| du
Memo No._ \U12 /PH Dated. Q4 Mon Q026
Copy with enclosure forwarded to Ms Sonali  Satapathy, Director,
M/s Sonydig Technology Pvt. Ltd. for information and necessary action. 26
> 73 gl
D, PHDMA
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Shared Application Hostir;g For;x; 7

Date of Submission: 24-03-2026

1. Organization Details:
1.1 Name of the Department/ Organization: |
(Owner of Application) Poverty & Human Development Monitoring Agency (PHI?MA).
Planning & Convergence Department, Government of Odisha.

1.2 Name & Designation of Nodal Officer: "Mr. Bimal Kumar Sahu
System Analyst / IT Specialist.

1.3 Postal Address: 27 Floor. North Annex Building, Lok Seva Bhawan,
FBhubancswar. Odisha.

y +91-8144423399

1.4 Contact Detail:

1.5 E-Mail ID: | phdmaodisha@gmail.com

2. System Integrator Details:
2.1 Application Developed/ Maintained By:

M/s Sonydig Technology Pvt. Ltd.

Room No-236, OCAC Tower, Acharya Vihar, Doordarshan
Colony, Gajapati Nagar, Bhubaneswar, Odisha.

2.2 Address Detail of SI:

Ms. Sonali Sathapathy.
sonydigtechnologv@gmail.com , 8763676042

2.3 Contact Person of SI:

2.4 Email ID of Contact Person of SI:

3. Hosting Application Details:
3.1 Application Name and its Functionality | Content Management System (CMS), Bilingual (Odia & English)

in brief:

3.2 Operational since/ New Application: 2020

https://phdma.odisha gov.in

3.3 URL Detalils:

3.4 Nature of Application: G2Cc [V ] G2G[ ] G2B[ ]

4. Server Requirement (VM) Details:
4.1 List of Web Servers (Fill the required fields as per requirement)

Web Server OSwith | Core RAM (GB) | Disk1 | Disk2
SLNo. | yith Version | Version | (vCPU) | (Virtual) I (05) | (Data) | 7 G i
Ubundtr | Jev Gp | 200
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4.2 List of Database Servers (Fill the required fields as per requirement)

OSDCV.2.
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| 4.3 List of Application/ Other Servers (Fill the required fields as per requirement)
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1
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3
4
5. Storage Requirement Details:
SI. No. iz:z:;)\l';?nl: System File Type Disk (GB) Zzgfe ct/ File/ Block) Any other
1
2
3
4
5
6
6. Network Requirements:
Sl. No. | Server Name Pu:gl;’cl:‘})’jkequired f},::;e;,’,; fRequired Any other
1
2
3
4
5
6
7. Cyber Security Audit Details:
7.1 Name of the Certifying Agency: smperium Splutions,
7.2 Certificate Issue Date: 21-03-2026
7.3 Copy of valid Audit Certificate:
(Under Taking if Security Audit of | Yes[V ] No[ ]
Application Not Completed)
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&. VPN and FTP Credential Details:

|

8.1 User ID and Authentication Detail: To be provided by 0SDC ‘
9. Backup and Retention:
9.1 Backup As per 0SDC Backup & Retention Policy for Shared Hosting.

DISCLAIMER

The VPN Service provides a secure communication channel for updating the application. This service is
provided to facilitate the users to do remote updation of their sites hosted in 0SDC. The VPN Services provided
cannot control the content being updated and hence the services provided will be not responsible for the
contents being updated. Also the VPN Service offered will not be responsible for security breach of the web sites
by exploiting vulnerabilities in the site updating services (SFTP, SSH, SQL) and web services (HTTP). VPN
Services offered will not be responsible for security breach of the VPN client software.

DECLARATION
I hereby declare that

1. The information provided is correct.
2. The password and user ID will be kept safe and will not be shared with others.

If the User ID and Password has been compromised, I will communicate the same without any delay to
the OSDC VPN Administrator.

4. Address for communication helpdesk.osdc@odisha.gov.in, helpdesk.osdc@ocac.in, Phone no:
(0674) 2567395.

Will not indulge in any activity and will not disclose information about OSDC VPN Services that may
result in the breach of the OSDC facilities.
6. No attempt will be made to gain unauthorized access to other 0SDC Websites and facilities.

7. The VPN User is responsible for the safety of the VPN Certificate, PIN, Username and Password used for
accessing VPN Service.

I will comply with terms and conditions of 0SDC VPN Services. If at a later stage any information is found to

be incorrect or non-compliance with the terms and conditions will result in the cancellation of the DC issued by
0SDC for OSDC VPN service.

Pl ue st x
ace:
Date: Q/‘13 : u%

Signature with stamp of User Department
Full Name: Ms. Amruta Priyambada
Official Designation: Officer on Special Duty
Department Name: PHDMA, P&C Department
N.B.:-
e User Departments should follow the standard procedure maintained by OSDC as per 1SO 20000 & 27001
Standard Guidelines.

e Data Centre will ensure required hosting platform, network and backup for the hosted application.
e User Departments will ensure that

(i) Application software must be security audited by CERT- in empanelled security auditing
organisation.

(i) Prior to application shifting User Department should provide the copy of the safe to host certificates
to OSDC.
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@ Imperium Solutions

Security Audit Certificate

Certificate No: IMS/2025-2026/0477

Audit Details
Audit Firm : |Imperium Solutions
401, 4th Floor, Maruti Bhavan,
Ram Maruti Road, Thane (W) 400601
www.imperiumsolution.com
email: info@imperiumsolution.com
ICertIN :/3(15)/2004-CERT-In (Vol.XIV) Dated 08.10.2025
Empanelment
Reference

a—ient Name

:Sonydig Private Limited

Scope of :|Web Application Vulnerability Assessment and Penetration Testing (VAPT)
@activity

Application |: PHDMA CMS based Bilingual Web portal

Production :https://phdma.demosonydig.in/

URL

Tested URL :https://phdma.demosonydig.in/

Audit :|10-March-2026 to 20-March-2026

Duration

SHA256 Hash |: fc0cd72785ba5529748ddc1e3f3caa61b0627e0b8d4a1610b59785¢c641770662
Audit : |OWASP, SANS, Cert-IN Advisory, OSSTMM, PTES, ISSAF

Methodology
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Auditor
Details

:|Mr. Om Pagar

Certificate
Issue Date

:|21-March-2026

Certificate
Validity

- IThis certificate is valid till there are no changes in the application

'
/

Imperium Solutions

Conclusion

The application has been Tested in the Staging Environment, and all the v
web application has been solved and are defined below.

ulnerabilities of the

Final
Status

CLOSED

CLOSED

CLOSED

CLOSED

CLOSED*

CLOSED

CLOSED

CLOSED

CLOSED*

CLOSED

CLOSED

CLOSED

CLOSED

CLOSED*

:ro.. Vulnerability Name Severity
1 Reflected XSS High
2 Improper CORS
3 Improper Access-Control-Allow-Methods
4 HTML Injection
5 Improper Input Validation
6 Default Username
7 User Enumeration L
8 Session timeout is high or not :

implemented g

9 Insecure HTTP resource loading (Mixed :

Content) -

10 | Missing Cookies Attributes

11 Application Vulnerable to Clickjacking o

attack

12 | Information Disclosure Lo

13 | Missing Security Headers Lo

14 | Outdated Plugins Lo

15 | Vulnerable and Outdated Components Lo

CLOSED*
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16 | Autocomplete is enabled CLOSED

CLOSED

17 | Account Lockout Policy Not Implemented

The application can be hosted in the Production Environment after implementing the
compensatory controls.

General Recommendations
Production Hosting Environment

L

8.

Deploy a Web Application Firewall ahead of your application facing the Internet and
allow only relevant traffic to flow to your web server.

Fine tune the firewall rules such that only specific ports and IP addresses are allowed
access to your application.

Enable, capture and retain application logs so as to be able to trace a security incident, in
case it becomes necessary to do so.

Utilise services of 3rd party vendors to check for malicious activities like web
defacement, etc.

Ensure that the Operating system, database and application is hardened.

Ensure that the Operating Systems, Database and applications is the latest stable version.
Application should undergo security testing annually or whenever any changes are
implemented in the application functionality, whichever is earlier.

Ensure that all vulnerabilities, irrespective of their criticality, are resolved asap.

For Imperium Solutions,

Degraty By
DN C=IN, O=Personal T=746€
u e OID 2.5 4 B5=0CISTBET2a4 34 00GBeet2e852
es358
' CSCOBCAalE)!
- 2e400BACcASensS TBe00 T2
PosiCoce=401202 S=Mararasrea
IChaEli
2a Deos2
Locaton Thane
Date 2026.03-27 115315
=

Mr. Jude Dcosta
Dated: 21t March 2026
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