
POVERTY AND HUMAN DEVELOPMENT

MONITORING AGENCY (PHDMA)

PHDMA PLANNING AND CONVERGENCE DEPARTMENT

TRANSFORNATIYEINImATTVE AND
GOVERNMENT OF ODISHA

SESTAINABLE DEVELDPMENT

Letter No. �1 /0 /l4 Date :2�MOn 2026

From
Ms. Amruta Priyambada,OAS-I (SB)

OSD,PHDMA,P & C Department
To

The GeneralManager (Admin)

OCAC, Acharya Vihar, Bhubaneswar

Subject: Request for Go-Liveof Bilingual (Odia& English) CMS-Based WebsiteofPHDMA

underURL https://phdma.odisha.gov.in/- regarding.

Sir,

With reference to the subject cited above, Iam directed to inform you that the website of

this Office has been revamped in accordance with the prescribed standards in both Odiaand English

languages. The same is now ready for deployment.

In this regard, it is to request that please take necessary action for hosting and making the

bilingual CMS-based website live under the URL https://phdma.odisha.gov.in/. The duly filled-in

Hosting Application Form, along with the Security Audit Certificate are enclosed herewith for

necessary action. The existing hosting account details are furnished below for reference:

Host Name: EnITPHDMA-ACO1

Further, the details of the System Integrator (S)engaged for developrnent and maintenance

of the website are provided below for coordination:

M/s SonydigTechnology Pvt. Ltd.,

Room No-236, 0CACTower,
Acharya Vihar, Doordarshan Colony, Gajapati Nagar, Bhubaneswar-751013

Email: sonydigtechnology @gmail.com

Mobile: 8763676042

You are, therefore, requested to kindly facilitate necessary coordination with the above

SystemIntegratorandtake expeditious steps for making the website live at the earliest.

With best regards.
Yours faithfully,

Encls: as Above

n
32026

ÖSD,PHDMA

Memo No. 1�a PH Dated. 2� MOA Q02G

Copy with enclosure forwarded to Ms Sonali Satapathy, Director,

M/s SonydigTechnologyPvt. Ltd. for information and necessary action.

�3026
OSD, PHDMA

Ged o6arg4� 6,4G6 GcasoIenal2 I

Governance Initiatives Impact People's lives. Prosperity in

not in numbers, it is in the stories that we see and will tell.
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Shared Application Hosting Form
Date of Submission: 24-03-2026

1.Organization Details:

1.1 Name ofthe Department/ Organization:

Poverty & HumanDevelopment MonitoringAgency (PHDMA),
(Ownerof Application)

Planning & Convergence Department,Government of Odisha.

1.2 Name &Designationof Nodal Officer: Mr. Bimal Kumar Sahu

|System Analyst / IT Specialist.

1.3 Postal Address: |2nd Floor, North Annex Building, Lok Seva Bhawan,

Bhubaneswar. Odisha.

1.4 Contact Detail:

1.5 E-Mail ID:

2.System Integrator Details:

2.1 Application Developed/ Maintained By:

2.2 Address Detail ofSI:

+91-8144423399

phdmaodisha @gmail.com

M/sSonydig Technology Pvt. Ltd.

Room No-236,0CAC Tower, Acharya Vihar, Doordarshan

Colony,Gajapati Nagar, Bhubanes war, Odisha.

2.3 Contact Person of Sl:

2.4 Email ID of Contact Person of SI:

Ms. Sonali Sathapathy.

sonydigtechnologv@gmail.com ,8763676042

3.Hosting Application Details:

3.1 Application Name and its Functionality

in brief:

Content ManagementSystem (CMS), Bilingual (Odia& English)

3.2 Operational since/ New Application:

3.3 URL Details:

3.4 Nature ofApplication:

2020

https//phdma.odisha, gov.in

G2C [V ] G2G[] G2B[]

4. Server Requirement(VM)Details:
4.1 List of Web Servers (Fill the required fields as per requirement)

WebServer OSwith Core RAM (GB) Disk 1

SL. No.
with Version Version (vCPU) (Virtual) (0S)

1 APache 2 |Ubunt�

���
2

Disk2
(Data)

Ports Any other

4

OSDC V.2.0
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4.2 List of Database Servers (Fill the required fields as per requirement)

S.No.
DB Server OS with Core RAM (GB) Disk1 Disk2
with Version Version (vCPU) (Virtual) (oS) (Data)

Ubutu
22 LIS SSP SSD

2

3

Ports

sdc
O0SHA STATE DATA CENTRE

Anyother

4.3 List ofApplication/Other Servers (Fill the requiredfields as per requirement)
SI. No.

Server with OSwith Core RAM (GB) Disk 1 Disk2
Version Detail Version (VCPU) (Virtual) (OS) (Data)

Ports

1

2

Any other

4

5.StorageRequirement Details:

SL. No.
ServerorDB

System File TypeServerName Disk(GB)
Type

(Object/File/ Block)
Any other

3

6

6.Network Requirements:

Sl. No. ServerName Public IPRequired

(Yes/ No)

1

2

3

4

5

6

Cluster IP Required

(Yes/No)
Anyother

7.CyberSecurity AuditDetails:

7.1 Name of the Certifying Agency:

7.2 Certificate Issue Date:

7.3 Copy of valid Audit Certificate:

(Under Taking if Security Audit

Application Not Completed)

Imperium Solutions.

21-03-2026

of Yes(v] No[ J
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8.VPN and FTP Credential Details:

8.1 User ID and Authentication Detail:

9.Backup and Retention:

9.1 Backup

sdcOsHA STATE DATA CENTRE

To be provided by OSDC

As per 0SDC Backup & Retention Policy for Shared Hosting.

DISCLAIMER

The VPN Service provides a secure communication channel for updating the application. This service is

provided to facilitate the usersto do remote updation of their sites hosted in OSDC. TheVPN Services provided

cannot control the content being updated and hence the services provided willbe not responsible for the

contents beingupdated. AlsotheVPN Service offered will not be responsiblefor security breach oftheweb sites

by exploiting vulnerabilities in the site updating services (SFTP, SSH, SQL) and web services (HTTP). VPN

Services offered will not be responsiblefor security breach oftheVPN client software.

DECLARATION

I hereby declare that

1. The informationprovided is correct.

2. Thepassword and user ID will be kept safe and will notbe shared with others.

3. Ifthe User ID and Password has been compromised, I will communicate the samewithout any delay to

theOSDCVPN Administrator.

4. Address for communication helpdesk.osdc@odisha.gov.in, helpdesk.osdc@Ocac.in, Phone no:

(0674) 2567395.

5. Will not indulge in any activity and will not disclose informationabout OSDC VPN Services that may
result in the breach ofthe OSDC facilities.

6. Noattempt will be madeto gain unauthorized access to otherOSDC Websites and facilities.

7. The VPN User is responsible for the safety of theVPN Certificate, PIN, Username and Password used for

accessingVPN Service.

I willcomply with terms and conditions of 0SDCVPN Services. Ifat a later stage any informationis found to

be incorrect or non-compliance with the terms and conditions will result in the cancellation ofthe DC issued by

OSDCfor OSDC VPN service.

osD
Place:

BL�uat
�3.2026 R43 PHDMA

Date: Signature with stampof User Department

Full Name:Ms.AmrutaPriyambada
Official Designation: Officer on Special Duty

Department Name:PHDMA, P&C Department
N.B.:

User Departments should follow the standard procedure maintained by 0SDC as per IS020000& 27001
Standard Guidelines.

Data Centre willensure required hosting platform, network and backup for the hosted application.

User Departments will ensure that

() Application software must be security audited by CERT- in empanelled security auditing

organisation.

(1) Prior to application shifting User Department should provide the copy ofthe safe to host certificates

to 0SDC.

OSDC V.2.0
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Imperium Solutions

Security Audit Certificate

CertificateNo: IMS/2025-2026/0477

Audit Details

Audit Firm |ImperiumSolutions
|401,4th Floor, Maruti Bhavan,

Ram Maruti Road, Thane (W) 400601

www.imperiumsolution.com

email: info@imperiumsolution.com

CertIN

Empanelment
Reference

:3(15)/2004-CERT-In(Vol.XIV) Dated 08.10.2025

Client Name :SonydigPrivate Limited

Scopeof

activity

:WebApplication Vulnerability Assessmentand Penetration Testing (VAPT)

Application :PHDMACMS based Bilingual Web portal

Production

URL
:https://phdma.demosonydig.in/

Tested URL :https://phdma.demosonydig.in/

Audit

Duration

:10-March-2026 to 20-March-2026

SHA256 Hash:fcOcd72785 ba5529748ddcie3f3caa61 b0627e0b8d4a16 10b59785c641770662

Audit

Methodology

:OWASP,SANS, Cert-IN Advisory, OSSTMM, PTES,ISSAF
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Imperium Solutions

Auditor

Details

:Mr.Om Pagar

Certificate

IssueDate

:21-March-2026

Certificate

Validity

:Thiscertificateis valid tillthere are no changesin the application

Conclusion

Theapplication has been Tested in the Staging Environment,and all the vulnerabilities of the

web application has been solved and are defined below.

Sr.

No.

1

2

3

4

5

7

8

10

11

12

13

14

15

Vulnerability Name

Reflected XSS

ImproperCORS

ImproperAccess-Control-Allow-Methods

HTML Injection

ImproperInput Validation

Default Username

User Enumeration

Session timeout is high or not

implemented

Insecure HTTP resource loading (Mixed

Content)

Missing Cookies Attributes

Application Vulnerable to Clickjacking

attack

Information Disclosure

Missing Security Headers

Outdated Plugins

Vulnerable and OutdatedComponents

Severity

High

Mediumn

Medium

Medium

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low

Final

Status

CLOSED

CLOSED

CLOSED

CLOSED

CLOSED*

CLOSED

CLOSED

CLOSED

CLOSED*

CLOSED

CLOSED

CLOSED

CLOSED

CLOSED*

CLOSED*
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Imperium Solutions

16

17

Autocompleteis enabled

AccountLockout Policy Not Implemented

Low

Low

CLOSED

CLOSED

The application can be hosted in the Production Environment after implementingthe

compensatorycontrols.

General Recommendations

Production Hosting Environment

1. Deploy a Web Application Firewallahead of your application facing the Internet and

allow only relevant traffic to flow to your web server.

2. Fine tune the firewall rules such that only specific ports and IP addressesare allowed

access to your application.

3. Enable, capture and retain application logs soasto be able to trace a security incident, in

case it becomes necessary to do so.

4. Utilise services of 3rd party vend ors to check for malicious activities like web
defacement, etc.

5. Ensurethat the Operating system, database and application is hardened.

6. Ensurethat the Operating Systems, Database and applications is the latest stable version.

7. Application should undergo security testing annually or whenever any changes are

implementedin the application functionality,whicheveris earlier.

8. Ensurethat allvulnerabilities,irrespective of their criticality, are resolved asap.

For Imperium Solutions,

Jude
aybyJue Mchael Dcosta

OID 25485mdc3978E72a4340D98eetQeB52

TNAE
nRoSTso6CAa38gsadbeef55727

Michael
ae400dB4cAbee887 8e003ere2152c65b

abb26054574eab2ofb2eESaS3c3eTfct51a.CN� ude Mchae Deosa

Dcosta Locaion Thane

Mr.Jude Dcosta

Dated: 2 1 th March 2026
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